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II
n the early days, idealistic 

hackers attacked computers 

because they could, or to 

show off to each other. But 

today, cracking computers 

has become an industry. In spite 

of recent improvements in com-

puter hardware and software secu-

rity, attacks on computer systems 

have  increased in both frequency 

and complexity.

Community Emergency Re-

sponse Team Coordination Center 

(CERT/CC) Statistics in 2007 in-

dicated that total cataloged vulner-

abilities increased to over 8000, 

almost 8 times more than in 2000 

[39]. The Information Security 

Breaches Survey 2006 reported 

that viruses and malicious software 

(malware) together caused the 

highest breaches ever in U.K. busi-

nesses [40]. Cyveillance trending 

data shows that the average number 

of URLs detected with malware 

averaged less than 20 000 per day 

in December 2006. By February 

2007, this average had grown to 

approximately 60 000 [46]. The 

Microsoft Security Intelligence 

Report in December 2007 demon-

strated an in-depth perspective on 

the recent threats including soft-

ware vulnerability disclosures and 

exploits, malware, and potentially 

unwanted software, especially a 

rising number of Trojan based at-

tacks [32]. In 2008, F-Secure re-

ported malware growth at a higher 

level than ever before. The num-

ber of different malware threats 

reached 900 000 at the end of June 

2008 [33]. Spyware is reportedly 

the fourth greatest threat to enter-

prise security [44]. New malware 

is emerging at a frightening rate, 

and there are over a thousand new 

malicious code threats coming out 

every day [45]. 

Unfortunately, existing tech-

niques for detecting malware and 

analyzing unknown code samples 

have signifi cant shortcomings 

[34]. We focus on a particular kind 

of malware, keyloggers. Keylog-

gers have become an increasingly 

 serious problem because they are 

largely undetectable by most anti-

viral solutions [2], [5], [7], [9], 

[12], [32]. 

Keyloggers are known various-

ly as tracking software, computer 

activity monitoring software, key-

stroke monitoring systems, key-

stroke recorders, keystroke loggers, 

keyboard sniffers, and snoopware 

[1]–[8]. Although the main purpose 

of keyloggers is to monitor a user’s 

keyboard actions, they now have 

capabilities that extend beyond that 

function. They can track virtually 

anything running on a computer. 

Some keyloggers, known as “screen 

scrapers,” enable the visual surveil-

lance of a target computer by taking 

periodic snapshots of the screen. 

The captured images can then be 

used to gather valuable information 

about the user. Advanced keylog-

gers can track such things as cut, 

copy, and paste operations, Internet 

usage, fi le operations (executing, 

creating, renaming, modifying, and 

deleting), and printouts. Keylog-

gers are also used for monitoring 

users’ behaviors, and for gathering 

information such as personally-

identifi able or otherwise private or 

critical information [4]. 

Keyloggers are different from 

other types of spyware or malware 

such as viruses and worms. They 

share the system resources (e.g., 

CPU and memory) with legitimate 

programs, stay resident on the sys-

tem invisibly for as long as is re-

quired, and are carefully and simply 

designed to do their tasks without 

attracting the attention of users.

The Symantec Internet Security 

Threat Report stated that keystroke 

logging threats in 2006 made up 

79% of all confi dential information 

threats, up from 57% in the fi rst half 

of 2006 and from 66% in the second 

half of 2005 [6]. Despite organiza-

tions having anti-virus software, an-

ti-spyware, and fi rewalls, instances 

of corporate spyware based on key-

stroke logging also recorded signifi -

cant growth. The Websense Web@

Work Survey 2006 showed that the 

growth in instances of keyloggers 

had increased [7], and the survey also 

demonstrated that websites hosting 

keyloggers in 2005–2006 had also 

increased from 260 to 2157. 

 There are some legitimate uses 

of keyloggers, some of which are 

discussed later in this article. But 

keyloggers are currently a favor-

ite tool of hackers. iDefense, the 

cyber-security intelligence pro-

vider and a VeriSign company, re-

leased data indicating that in 2005, 

hackers were on pace to unleash a 

record-setting 6191 keyloggers, a 

65% increase since the 3753 key-

loggers reported in 2004 [5]. 

Most of the studies on attack 

prevention focus on machine-to-ma-

chine interface security. The  security 

of man-to-machine interfaces is 

usually ignored or overlooked [1]. 

Indeed, ensuring a secure channel 

of data communication in local or 

wide-area networks and the Internet 

is crucial. 

Keyloggers monitor many dif-

ferent computer-based activities. 

Users’ keystrokes or other  activities 

within operating systems are stored 

and/or transferred in local or re-

motely accessed disks via keylog-

gers. In most cases, keyloggers send 

the keystroke logs to the attackers 

by email. Even though keyloggers 

were originally surveillance tools, 

today’s keyloggers are more sophis-

ticated and have complicated func-

tionality including concealment, 

data gathering, communicating, sur-

viving, reporting, and monitoring.

A recent study in Security and 

Cryptography Laboratory (LASEC/

EPFL) in Switzerland has reported 

four different ways to fully or par-

tially recover keystrokes from wired 

keyboards at distances up to 20 m, 

even through walls [11]. The work 

was based on acquiring the signal 

directly from the antenna and works 

on the whole captured electromag-

netic spectrum. Twelve different 

wired and wireless keyboard mod-

els including PS/2, USB, and lap-

tops were tested. The study reported 

and demonstrated in a videoclip that 
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all the models are vulnerable to at 

least one of four attacks. The study 

concluded that wired and wireless 

computer keyboards are not safe to 

transmit information.

Keyloggers can be mainly clas-

sifi ed into two categories: hardware 

and software.

Hardware Keyloggers 
Hardware keyloggers are small 

electronic devices used for cap-

turing the data in between a key-

board device and I/O port. They 

store the keystrokes in their built-

in memory after being mounted 

in a computer system. There are a 

number of commercial hardware 

keylogger products available [41]. 

Most models are plugged into the 

end of the keyboard cable while 

others are installed inside the com-

puter case, inside the keyboard 

port, or directly inside the key-

board itself. This hardware does 

not use any computer resource. It 

cannot be detected by anti-viral 

software or scanners since it works 

on the hardware platform. It also 

does not use the computer’s hard 

disk to store the keystroke logs. 

The captured keystrokes can be 

stored in encrypted form in its own 

memory, which generally exceeds 

2MB. A hardware keylogger costs 

about $50–150. Some keyboards 

are even designed with built-in 

hardware keylogger functional-

ities [10], and even though it has 

not yet been reported, it would be 

possible to design special keylog-

ger hardware that is supported by 

Bluetooth technologies as well. 

Compared to software keylog-

gers, the major disadvantage of 

hardware keyloggers is that they 

require physical installation in the 

keyboard or computer case. 

An acoustic keylogger, a kind 

of hardware keylogger, was intro-

duced to transmit keystrokes using 

the enhanced encoding scheme 

[36]. This is achieved by analyz-

ing the repetition frequency of 

similar acoustic keystroke signa-

tures, the timing between different 

keyboard strokes, and other con-

text information. This keylogger 

is potentially more conspicuous 

than a traditional keylogger since 

it consumes a computer’s proces-

sor resources during data trans-

mission, and because it causes the 

machine’s internals to emit faint, 

structured sounds. It is demon-

strated in [36] how this can be 

achieved with an inexpensive and 

easily-concealed microphone.

Software Keyloggers
Software keyloggers track systems 

that collect keystroke data within 

the target operating system, store 

them on disk or in remote loca-

tions, and send them to the attacker 

who installed the keylogger.

A total of 540 keyloggers, most-

ly software-based, were reported in 

a project dedicated to the removal 

of spyware parasites [8]. Commer-

cial software keyloggers are read-

ily available on the Internet market 

while the parasitical ones are pro-

duced or used by hackers. There 

are many real-life cases in which 

keyloggers have been involved [9]. 

Monitoring methods for software 

keyloggers are operating-system-

 specifi c [2] and [13]. Windows 

operating systems (WOS) con-

tain an event mechanism. When 

a user presses a key in the WOS, 

the keyboard driver of the operat-

ing system translates a keystroke 

into a Windows message called 

WM_KEYDOWN. This message 

is pushed into the system message 

queue. The WOS in turn puts this 

message into the message queue 

of the thread of the application 

related to the active window on 

the screen. The thread polling this 

queue sends the message to the 

window procedure of the active 

window. This kind of messaging 

mechanism works for other events 

like mouse messages.

There are four main methods 

for developing keylogger systems 

[2]: the Keyboard State Table 

method, the Windows Keyboard 

Hook method, the Kernel-Based 

 Keyboard Filter Driver method, 

and Creative methods. 

Keyboard State Table Method
In WOS, every application that uses 

a window interface refers to a table 

showing the status of 256 virtual 

keys. This table is normally used by 

applications for determining the 

other key states at the same time. For 

example, a key may be pressed with 

Ctrl or Shift key. A keylogger can 

use the GetKeyboardState API func-

tion to reveal the keystroke informa-

tion as shown in Fig. 1, by attaching 

its thread to the top-level window’s 

thread message loop using Attach-

ThreadInput API.

Windows Keyboard 
Hook Method
Hook-based keyloggers  monitor 

the keyboard with functions pro-

vided by the operating system 

(OS). The OS warns any time a 

key is pressed and it records the 

action. Windows hooks are unique 

to Windows message mechanisms. 

Fig. 2 shows a block diagram of this 

method. An application can register 

(hook) itself into this point so that 

any message fl owing in this mech-

anism is passed to the application 

before going to the original target 

that receives the message. WOS 

maintains these mechanisms as a 

hook chain for each hook type. To-

day, most keyloggers use this tech-

nique to capture keystrokes. 

Hooks have robust capabili-

ties related to Windows messages 

and can be classifi ed into two dis-

tinct types. Global hooks monitor 

system-wide messages, and local 

hooks monitor application-specifi c 

messages. A keyboard hook can:

read all keyboard messages  ■

and pass them to the next 

hook procedure in a chain,

modify the original message  ■

and pass it to the next hook 

procedure,

interrupt the message fl ow  ■

by not passing it to the next 

hook procedure.
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Generally, keyloggers using a 

Windows monitoring mechanism 

 capture keystroke messages by mon-

itoring the keyboard hook chain 

and passing the message to the next 

hook procedure in the chain.

Kernel-Based Keyboard 
Filter Driver Method
The keyloggers using this method 

reside at the kernel level and are 

thus practically invisible. It is more 

advanced than the two methods in-

troduced earlier. These keyloggers 

are diffi cult to implement, diffi cult 

to detect, and administrator privi-

leges are required to install them 

on a target machine. In this method, 

a keyboard fi lter driver is installed 
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Fig. 1. Block representation of keyboard state table method.

Fig. 2. Block representation of windows keyboard hook method.
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by a keylogger before the system’s 

keyboard device driver, as shown in 

Fig. 3. This kind of  keylogger cap-

tures the keystrokes even before the 

operating system.

Creative Methods
In addition to the three methods in-

troduced earlier, creative keylogger 

coders are constantly developing 

keyloggers requiring less memory 

space, less CPU usage, and less in-

terference with other software. The 

development of these new methods 

is ongoing, and will not be dis-

cussed further here.

Software keyloggers have a 

number of functionalities [12]. 

Here is only a partial list of some of 

the information keyloggers sense, 

record, and transmit:

any keystroke typed by the  ■

user;

mouse actions (clicks and  ■

movements);

title of windows opened or  ■

focused;

periodic or event-triggered  ■

screen snapshots;

applications run and usage  ■

statistics;

fi le system operations (cre- ■

ate, rename, modify, access, 

and delete);

internet usage (visited pages  ■

and per-page duration of visit);

emails sent, received, and  ■

even unsent;

both side of chats and instant  ■

message conversations;

programs installed and unin- ■

stalled;

clipboard operations (text  ■

and image copied);

modifi cations within the sys- ■

tem registry;

document printouts; ■

windows operating system  ■

session start dates, end dates 

and times (logon/logoff);

sound record using the sys- ■

tem microphone;

video record using Web Cam  ■

if it is installed;

CD, DVD, USB media usage; ■

MAC, IP addresses; or ■

keyword and password cap- ■

turing including system log-

on password.

Keyloggers in Action
Keyloggers can be used for many 

purposes to meet different require-

ments of different users including 

offi cials from  governmental, mili-

tary, and law-enforcement organiza-

tions, computer security experts, em-

ployers, managers, parents, teachers, 

and couples [13]–[18]. Most keylog-

gers are used for gathering secret in-

formation and for identity theft, and 

these uses are illegal. But there are 

also legitimate uses such as intru-

sion detection, computer forensics 

by the police, parental monitoring, 

workplace monitoring and surveil-

lance, and disaster recovery. 

Spying and Gathering 
Secret Information
Software keyloggers are an instance 

of spyware. Since keystrokes are the 

basic communication tool between 

a user and a computer, keystroke 

monitoring systems are effective for 

information spying on employees, 

children, spouses, teachers, and stu-

dents. The availability of such tech-

nology may be extremely harmful 

[19]. Outsiders or insiders might use 

a keylogger to steal credit card in-

formation. Corporate espionage can 

be facilitated by using keyloggers as 

a secret information-gathering tool 

for companies. In fact, it is quite 

common for some companies to use 

technology such as this to gather 

important information about their 

competitors [20]. Keyloggers can be 

effectively used by companies to re-

veal trade secrets, tactics, costumer 

records, and business contacts. Fam-

ily members can use keyloggers in 

the home to secretly monitor other 

family members’ computer use.

Identity Theft
Electronic or online identity theft 

is defi ned as gathering personal 

information using the Internet or 
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Fig. 3. Kernel-based keyboard filter driver method.

Authorized licensed use limited to: SHIV NADAR UNIVERSITY. Downloaded on December 07,2022 at 17:02:01 UTC from IEEE Xplore.  Restrictions apply. 



IEEE TECHNOLOGY AND SOCIETY MAGAZINE  |  FALL 2009   |  15

computer systems in order to use it 

for illegal actions such as economic 

fraud. Identity theft can be extreme-

ly damaging and is on the increase. 

It is reported in [21] that identity 

theft cost the U.S. $52.6 billion in 

2005 alone. Although a large per-

centage of these thefts resulted 

from traditional methods such as 

lost or stolen checkbooks and credit 

cards, spyware-generated theft was 

reported as 5.2%. The information 

required for identity theft includes 

bank  account  information, online 

banking passwords, credit card in-

formation, and social security num-

bers [12], all of which is vulnerable 

to keylogger attacks.

Intrusion Detection and 
Computer Forensics
It is possible to use keystroke moni-

toring systems to detect physical in-

trusion on computer systems [22]. 

The records logged by the systems 

can reveal all the activities that took 

place during the intrusion. We know 

that law enforcement agencies are 

successfully using keystroke moni-

toring techniques to fi ght crime 

[23] and to capture forensic-quality 

evidence in order to support their 

cases [24].

Parental Monitoring
Shields and Behrman note that 

many children spend more than 

four hours per day using their 

home computers [25]. Even though 

some people consider it unethical 

for parents to use keyloggers to 

monitor their children, the need 

for parental monitoring is acute 

because of the risk in online envi-

ronments including inappropriate 

material (sexual, violent, illegal, 

dangerous), communicating with 

malicious people, physical abuse, 

and negative legal and fi nancial 

consequences [26], [27].

Workplace Monitoring 
and Surveillance
Even though there are objections 

to monitoring employees [42], em-

ployers and managers are constantly 

looking for ways to control and 

monitor employees for effi ciency, 

success, and security. They are 

concerned about everything from 

personal emails, game playing, and 

web-browsing during offi ce hours, 

to protecting intellectual property. 

In general, they are keen on increas-

ing productivity and profi ts. Several 

technologies are  designed and used 

for workplace surveillance includ-

ing entry access, elec tronic badge 

tracking, video surveillance, phone 

and email accounting systems, and 

phone-call recorders [28]. A survey 

on workplace surveillance conduct-

ed by the American Management 

Association shows that the use of 

different workplace surveillance 

technologies had increased in 2005 

to 76% in comparison to 2001, as 

shown in Table I [29]. 

Keystroke monitoring systems 

can be modifi ed to meet different 

workplace surveillance require-

ments. They also can be also used 

for the electronic performance-

monitoring of employees using 

computer systems. However, there 

are many ethical issues related to 

electronic workplace surveillance, 

such as privacy, disclosure, and con-

sent. This kind of surveillance may 

also affect the health of employees 

and contribute to a growth in em-

ployee psychological problems [13]. 

CERT-CC fi rst issued advice 

on keystroke monitoring in 1992, 

based on legal advice from the U.S. 

Department of Justice [18]. Ac-

cording to CERT, legitimate key-

stroke monitoring systems must 

show a banner advising users that 

logging into and using the system 

constitutes consent to monitoring. 

Any decision to use high-level elec-

tronic surveillance systems such as 

keystroke monitoring systems must 

therefore be made only after com-

prehensive analysis of the possible 

effects, both positive and negative. 

Personal Use of Keyloggers 
Can Be Benefi cial
The use of a keylogger may help a 

private computer owner to enhance 

daily productivity and security. A 

keylogger makes it possible to re-

cover text typed into word proces-

sors, spreadsheets, and computer 

programming environments after 

an application or system crash. The 

text can be accessed even after the 

original fi les have been deleted ei-

ther deliberately or accidentally. The 

keylogger works like an automatic 

diary in your computer. Valuable 

information can be retrieved such 

as forgotten passwords for websites 

and forgotten Internet addresses 

recently visited. With a personal 

keylogger installed on a computer, 

Table I
Forms of Electronic Monitoring and Surveillance [29]

Workplace Surveillance 2001 (%) 2005 (%)

Recording & reviewing telephone 
conversations

11.9 19

Storing & reviewing voicemail messages 7.8 15

Storing & reviewing computer files 36.1 50

Storing & reviewing email messages 46.5 55

Monitoring Internet connections 62.8 76

Video recording of employee job 
performance

15.2 20

Telephone usage (time spent, numbers 
called)

43.3 51

Computer usage (duration, keystroke 
counts, etc.)

18.9 21

Video surveillance for security purposes 37.7 51

Total, all forms of e-monitoring and/or 
surveillance

82.2 N/A
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it is possible for the computer owner 

to detect whether someone else has 

used that computer and what the in-

truder did. 

Protecting Computers 
from Keyloggers
Measures to detect keyloggers are 

essential to protect personal or in-

stitutional information assets. Com-

puter users should know how to 

recognize the existence of keylog-

gers installed in their computers. 

Some of general indicators are [2]:

Alerts from fi rewalls, anti- ■

spyware, anti-keyloggers, and 

anti-virus programs.

Some keys don’t work properly. ■

It takes time for a character  ■

to appear on the screen after 

a key is pressed.

Mouse clicks don’t always  ■

function.

Double clicks and drag-drop  ■

operations behave strangely.

If any of these signs appear even 

after restarting a system, it is likely 

that a keylogger exists in the com-

puter system. Users should always 

keep in mind the threats of keylog-

gers while entering critical infor-

mation through a keyboard. Even if 

 applications such as online banking 

or online shopping present virtual key-

boards to enter personal information, 

virtual keyboards do not completely 

protect the users’s personal informa-

tion. It should not be forgotten that 

some advanced keyloggers can take 

screenshots based on mouse clicks to 

reveal critical information [2].

It is crucial to install anti -spy-

ware and anti-keylogger software. 

Anti-keylogger software uses Ap-

plication Programming Interface 

(API) monitoring techniques such 

as proxy DLL and Import Address 

Table (IAT) patching. These meth-

ods can detect keyloggers using the 

Windows Hook and Keyboard State 

Table methods. Driver signing and 

Integrity Protection Driver (IPD) 

can be used against keyloggers us-

ing the Kernel-Based Keyboard 

Filter Driver method [2]. 

Users can learn more about key-

loggers by visiting web sites such 

as OnGuardOnLine [37] or www.

keylogger.org. The preventive steps 

given in [2], [30], [35], [37], [42]–

[44] are summarized as:

Audit computer logs from  ■

time to time, and don’t let 

anybody else view them.

Always be aware of any ac- ■

tivity on your computer.

Use other prevention tech- ■

niques such as fi rewalls, 

anti-virus, anti-spyware and 

 anti-spam tools.

Never leave others alone with  ■

your computer.

Always be aware of signs of  ■

keyloggers and activity mon-

itoring systems.

Use on-screen keyboards. ■

Keep security patches up to date. ■

Only download programs from  ■

trusted websites.

Read all security warnings,  ■

license agreements, and pri-

vacy statement pop-ups.

Use one or more anti-spyware  ■

tools to detect and remove spy-

ware, malware, and viruses.

Only use licensed software. ■

Always keep up-to-date about  ■

new threats.

Explicitly Restrict OS privi- ■

leges.

Have a strong password policy. ■

Do not connect to the Internet  ■

or even to an internal network 

while logged in to the com-

puter as an administrator. 

Inspect your computer’s key- ■

board port to see if a hard-

ware keylogger is attached. 

Monitor the PS/2 keyboard  ■

timeout bit (BIT6 at port 100).

Use alternative keyboard lay- ■

outs supported by keyboard 

layout creator.

Use smart cards if possible. ■

Use one-time passwords (OTP)  ■

if possible.

Use an automatic form fi ller  ■

program.

Monitor the legal status of  ■

spyware.

Other measures that have been sug-

gested to help protect users from 

some keylogger vulnerabilities in-

clude using wireless, infrared, Blu-

etooth, or laser keyboards, virtual 

keyboards, and touch-screen moni-

tors. However, these measures may 

incur their own risks.

Computer users should also con-

sider using technologies such as 

BlueGem Security as introduced in 

Computer News Briefs, October 2005 

[31]. This technology uses LocalSSL 

encryption to prevent hackers from 

using keylogger tools to intercept 

and view user keystrokes. LocalSSL 

protects transmissions with 128-key 

encryption by bypassing the operat-

ing system. Another suggestion was 

introduced by Baig and Muhammad 

that a virtual keyboard application 

could bypass the system message 

queue and to post the keyboard mes-

sages directly to a specifi c application 

message queue using an application-

level hook [38]. After receiving these 

keyboard messages, the application 

performs the appropriate actions as 

if it received the actual hardware in-

terrupt through the system message 

queue. The system-level message 

queue is bypassed through this, and 

no known software keylogger will be 

able to capture the strokes [38].

Powerful Tools
Keyloggers are powerful tools that 

can perform many tasks. Although 

Standard security measures 
for machine-to-machine interfaces 
do not protect computer systems 
from keylogger attacks.
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some keylogger uses are legitimate, 

many (perhaps most) keyloggers 

are used illegally.

Standard security measures for 

machine-to-machine interfaces do 

not protect computer systems from 

keylogger attacks. Human-to-ma-

chine interfaces must be considered 

to combat keylogger intrusions. 

It is expected that the threats 

of keyloggers will arise more and 

more. Users should be aware of this 

high risk of using computers and 

follow preventive steps. 

Even though there are docu-

ments, materials, and websites about 

keyloggers, unfortunately there is 

not enough information, especially 

about emerging threats.

The most effective way to re-

duce security risks is to use a com-

plete security solution dealing with 

a wide range of threats.

The judicious use of keyloggers 

by employers and computer owners 

could, in some situations, improve 

security, privacy, and efficiency. 

But the possible positive effects 

must be balanced against the possi-

ble negative effects on employees, 

users, and children. 
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